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1. MpoBepbTe, 3HAKOMBIV 1T ATO KOHTAKT. [t 3TOro npoBepbTe
NCTOPUIO COOBLLIEHUR. ECnin Bbl yxe o6LLannch paHee, To BBEPXY
AVanora He JOJXHO 6biTb KHOMOK «[JO6ABUTL B KOHTAKTbI»

1 «306510KMPOBATLY.

2. Yéeputech B NOAIMHHOCTU HO3BAHUS OKKAYHTA U HOMepd
TenedoHa.

3. Ecnu Bbl COMHEBaETEeCh B TOM, YTO BAM MULLIET HG‘-IGJ'IbHVIK/
Konnera, nonpocuTe ero HaNMCATb Yepes BHyTpeHHVIl;I
MecCCeHOXep Uin NouTy.

4. Takxe MOXHO CBS3ATbCS C HAUYAIBHUKOM Yepes apyrue HoMepa
TenepoHOB MM KAHAIbI CBA3U U Y3HATb, MPUCHIIAN NN OH
coobLueHne. Bo3aMOXHO, C BOMM MbITAIOTCH O6LLIATHCS

CO B3JIOMOHHOIO OKKAYHTA.
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Kak pacnosHaTtb ayauoamundeink?

1. Co6ecenHu1K NPUCHINAET KOPOTKUE AYAUOCOOBLUEHUS UN
FOBOPUT NPOCTbIMU NPEONIOXEHUAMN. Yem KOpoYe TEeKCT, TeM
MEeHbLLIE LLIAHC TOrO, YTO XEePTBA 3AMNOA03PUT HENaLHOE.

2. HeecTeCTBEHHO 3BYUYMT MHTOHALMS, AKLEHT, MOHepa peuu
rosopsiero.

3. Ayamopmndeinkm YacTo He COAEePXAT GOHOBBIX 3BYKOB, KOTOPbIE
MOrnu 6bl MOATBEPANUTb MECTO UM BPEMS PA3roBOPad.

4. MOLLEHHMKM MOTYT M36eraTb OTBETOB HA BOMPOCHI, KOTOE
TPEeG6YIOT KOHKPETHbIX AeTanen.
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Kak o6e3onacutb ce6st oT cXembl
FakeBoss?

1. B MecceHOxepax 1 COLMAnbHbIX CETSX 3ANPETUTE 3BOHKM
M COOBLLEHUS OT HE3HOKOMBIX MOJIb30BATENEN. DTO MOXHO
cOenaTb B HACTPOWKAX NPUBATHOCTU.

2. [ing npoBepku BXOAALLEro HoMepd TenepoHA MOXHO
NOAKJIIOUUTL OMNPEeAenUTeNb HoMepa.

3. Mpu 3BOHKE «COTPYAHWUKA nonunummu» cnpocute GUO, omeneHwe
1 KOL, Noppa3fenexuns, rae oH cnyxuT. [oToM no3BoHuTe
B OTOENIEHNE N YTOUYHUTE, YNCTIUTCS NIU TAOKOM COTPYOHUK

4. Tpu 3BOHKE «COTPYAHMKA 6AHKA» CNPOCI
Y KAPTbl, C KOTOPOW MPOU3OLLIA ONepalLil
6AHKOBCKME NMPOAYKTbI OTKPbITbI HA BA
He CMOryT OTBETUTb HA TAKME BOMPO!
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FakeBoss: )

lNo4yeMy He HyXHO genaTb BCE,
YTO rOBOPUT HAYANBHUK
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370 HOBOSA YynoBka KVléepMOLIJeHHMKOB, YTOGbI 3anoJiy4ynTb
KOHd)VI,D,eHLLMOJ'IbeIe OAHHbIe UK OeHeXHble cpeacTea.
3ﬂ0yMbILIJﬂeHHVIKVI NMPUTBOPAIOTCA PYKOBOOUTENAMU 1NN
Konneramm, cosgatoTt q)eVIKOBbIe QKKAYHTbI.
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LWar1

B nuuHom yaTe B MecceHaxepe nm COLMAnbHOM CEeTH npuxoout
coobLeHne SKo6bl OT pykoBOOUTENA rOCydpexneHna nnm YOCTHOM

drpMbI.

YT1o6bl y6euTb XepTBYy U CUIIbHEE HA HEe MOBNUSTb, MPECTYMHUKU
Co3AAtOT GpAnbLUMBbIE AKKAYHTbI, MOBTOPSIOLLME HACTOSILLME.

[ns aToro ucnonbaytoT peansHbie PUO 1 poTo pykoBoguTenen,
B3STble C OPULMATBHBIX CANTOB, COLIMASIbHBIX CETeR Unu U3
KymnneHHon 6a3bl AAHHbBIX. DTU NopAesbHble AKKAYHTbI BbIFAAST
MAKCUMAIIbHO AOCTOBEPHO.

MoLLeHHUKH PACCUYUTBLIBAIOT HA TO, YTO NMNOAYUHEHHbIE HE CMOTYT
OTKA3ATb HAYAJIbHUKY U BbIMOJNHAT BCE ero I'IpOCbiI.
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Kak npoucxoput ataka?

LWar 2

HauanbHuk TpeéyeTt oTnpaBnTb KOHGUAESHUMANbHBIE AOKYMEHTbI
WS NePEBECTU OEHbIN HA CYET.

[nga ycunenuns apdekta B nepenmncky MoryT oTnpaBuTb
nopaesibHble [OKYMEHTbI OT SKO6bl MAPTHEPOB UM OT CUITOBbIX
CTPYKTYP, HaNpuMep, O BO36YXAEHNM YrONOBHOrO Aena.
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Kak npoucxogut araka?

LWar 3 (803MOXHBbINA)

HayanbHuk NpocuT NoroBopuTb MO TeNePOHy C COTPYAHMKOM
CNy>X6bl 6€30MACHOCTU UIMU MPABOOXPAHWUTESbHBIX OPraHOB,
HanNpuMep, No NoBoAy UHUMAEHTA. Bckope Takon 3BOHOK MOCTynaAeT.

Hapaeue Ha XepTBY PA3NUUHBIMM YNOBKAMM (B3bIBAHME K YyBCTBY
OTBETCTBEHHOCTH, YrPO3d YBOSIbHEHUS UM HAOG0POT MOOLLPEHWS),
MOLLIEHHWUK 30CTABISET NEPEBECTU AEHbIM MU OTNPABUTD
KOHGUAEHUMAIIBHYIO MHPOPMALMIO.

20 oxa6pA

T Enena BacunsesHa, 106psii AeHs!
YALTe FOTOBS! K 3B0HKY OT HALWETO KYPaTOpa,AerTepes Makcuu
e \ ! ANeKcaHapoBUY.
g VIHOODMALMIO KONIEram MOK HE PasriaLuaem. 3T0 MOR NMUHaR
npocs6at %

— L
g., OueMuRETpeus? 144y

Pa3roBop ¢ KyPATOPOM, KCATENSHO COXPAHHOCTH NEPCOHANBHBIX
AaHHBIX

5 / 9 Iy Bbl yBonewsilll

Uctounmnk: FACCT.
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Ho aTo elle He Bcé!

MOLLEHHMKM HAY4YUnUCh MPUMEHSTL TexHonoruio deepfake.

Tenepb ana yéenMTeanocm NMPEeCTYNHUKN HOYANN MPUMEHSATb
ayanogundenkmn — He NPOCTO MULLYT, A 3BOHST, NOAAeNbIBAS
ronoc éocca.

YTo6bI NOAAENATH FONIOC, 3MI0YMbILLIEHHUKW NOMYYatoT GPArMeHT
peuun pykosoguTens (HanpuMep, Yepes 3anucb PA3roBopa u.
Yepes rofocoBble COOBLUEHMS B MECCEHAXEPE). ;
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